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The following material is being provided to you as reference material for the
presentation which you are about to see. Please keep this with you and take notes.
Information and pictures are provided below. The following information should read
along with the presentation.

Predators and predatory behavior
When discussing internet safety you must look at it from both the adult and child
perspective. There are times when both children and adults can be perpetrators in
these crimes and you must also look at the child’s perspective of what they are thinking
at the time and why these crimes are occurring to them.
Furthermore, this section on predators and predatory behavior can be examined in
three different areas: pictures, apps (applications) and behavior.

Pictures
The first area to examine with pictures is the background content of those
photos. You must ensure:
1) Are the pictures you or your child post publicly viewable by anyone?
2) Are you confident that you know the true identity of every person who
can view your private photos.
When the photos you post are publicly viewable by anyone, then there is a
possibility that you may have a background in a photo that is recognizable to
anyone who views them. For example, if photos are posted in real time with a
sign for a pool in the background, a person viewing these photos or coming
across the photos may recognize or be able to find where those photos were
taken, and where the person taking them are at the moment they are posted.
Furthermore you must remember that not everyone who has a profile online is
actually who they say they are. A person lying about their identity may befriend
you or your child online and convince you they are someone else, gaining your
trust and then being able to view the pictures, with recognizable backgrounds,
which are not out there for public viewing.
If you have personally met everyone who is a friend on Facebook, a follower on
InstaGram or Twitter, etc, then you can post pictures with recognizable
backgrounds with confidence. If you do not post photos with recognizable
backgrounds then you should be fine from this respect.

The second area to acknowledge is the geolocation capabilities of both the
devices and the applications used.
Device: The majority if not all of the modern day devices which can be used
(cell phones, tablets, etc) have the capabilities of tracking and recording the
GPS coordinates of your devices. GPS is extremely accurate and can be
affected by some factors (i.e. weather) but it is always best if you disable this
feature for certain applications on your devices.
When using certain applications the GPS is needed and is fine to use. For
example, the mapping functions to direct you along the road will not work without
GPS enabled. However, GPS should be turned off for your camera and any
other applications where you communicate with others.
To turn off the geolocation features for an iOS device:
Go to the settings for the device

Next access the Privacy settings

Choose the Location Services menu

Options for each application are available

Picking each application you can change these settings

I recommend you leave the location services on but just choose within the app
itself whether it will be on for that program.

To turn the location services off on an Android device:

SEE ATTACHED
Within the application: Instagram is a program which has its own geolocation
feature that is utilized. The geotags on Instagram uploads are not the location
where the photo was taken, even if the GPS tagging was on at the time of the
picture being taken. The GPS tags on Instagram uploads are the location where
the upload occurred. Instagram also has it’s own settings for this.
Allowing the geotagging to take place on Instagram builds a map which
perpetrators can find the most common location where you upload photos from;
often times this is your home.

GPS tags should be turned off for Instagram in the settings of the phone, if
available, AND within the app itself. These can also be selectively turned off for
each photo that is uploaded.

These GPS tags can be searched through various websites and mobile
applications to find the newest pictures being put up closest to the user
conducting the search.
Next we must examine the content of the file being sent. As with anything, does
it need to be out there and should we send what we are about to send. It is
important to remember that pictures on any device or on a computer are nothing
but code, 1’s and 0’s. The applications on the devices (i.e. the gallery) are just
programs that allow the code to be rendered into a picture. When the code is
sent from one device to another it must first imprint on the device, then pass
through a secondary location (likely a server somewhere) and then be imprinted
on the other device. These do not necessarily go away quickly and are
susceptible to being gathered in a hack or other type of data breach.
As has been shown in years past, SnapChat, for example, leaves remnants of
pictures on the devices which can be found later on through an examination (or
if the perpetrator knows what they’re doing) and even SnapChat was the victim
of a data breach where hundreds of thousands of user sent photos were
released onto the internet.

Apps (applications)
Applications have evolved to meet our desire for immediate gratification and
direct and instantaneous communication with people. Looking through the
popular social media apps in the Apple App Store or Google Play store will likely

show you the majority of the popular items present are messengers and
applications to meet new people.
Some of the newer, more concerning apps, are designed to allow kids to
connect with people in their school. Applications like After School and Jott
Messenger allow people to create profiles and then connect in groups with
people at their school. What must be remembered is that no verification is
conducted on these apps so a perpetrator can get on Jott Messenger with a fake
name and date of birth and instantaneously have access to any child in a school
who has created a profile on that application. They can then begin to chat with
that child and, likely, see their picture.
After School app icon

Jott Messenger app icon

Again, the content always comes into play because we must examine if the
information that is about to be put out online should be put out there considering
that it goes through a separate source to reach its final destination.

Behavior
For obvious reasons we would never assume to blame a victim for what has
happened to them. No person should have to be a victim no matter what they
do online. That being said, there are things children do online which make them
more susceptible to being a victim.
The two main mistakes children make are contradictory in nature. They tend to
believe that
1) Everyone I meet online is telling the truth and is who they say they are
2) I am anonymous and no one can figure out who I am

Children will message or chat with random individuals without knowing who they
are, where they are from, or if they really are another child. In addition to this,
there are VIDEO messaging applications which allow children to be randomly
connected with individual via video, not knowing what is going to pop up on the
screen when that connection is made. Two of these apps are Chat Roulette
and Omegle.
Chat Roulette

Omegle

When examining the perpetrator behavior it is important to remember that they
are persons who conduct solicitation and targeting of children are professional
liars. The stigma of their crime forces them to hide their activities from even
those who are closest to them. They will use lies, flattery and whatever other
means necessary to make a victim comfortable and to coax information or other
things out of him / her. Nothing that is said by an adult (or a child who may
actually be an adult) online can be taken at face value when they are talking to
kids.
It is also important to remember that if an adult tells a child that this is “their first
time” or they “normally don’t go for younger people”, this is more than likely
impossible. Pedophilia is a sub-category of a broader mental disorder known
as a paraphilia. The Diagnostic and Statistic Manual (DSM), used to categorize
mental disorders, recognizes paraphilia as a mental disorder and identifies eight
specific sub-categories, with Pedophilia being one of those. Another paper
published in 2009 identified a possibility of as many as 549 different kinds of
paraphilias. As is commonly recognized, mental disorders are not easily treated
and it is possible that they can not be treated at all.
In addition to this, pedophiles have their own subculture where they meet and
discuss the best ways to solicit children, stay away from Law Enforcement, trade

photographs of children, encrypt these files on their devices, etc. This takes
place on the deep web (dark web) which comprises about 80-90% of the internet
and is only accessible through specific web browsers. This should tell you that
pedophiles are so acutely aware of what they are doing that they have actively
sought to create communities or find communities of like-minded individuals in
places that are more difficult to find and trace.
These communities share their ideas and photographs in the form of “how-to”
manuals and forums that can not be found by your normal web search or
accessed through normal web browsers.

Bullying and cyberbullying
28% of students in today’s schools have been a victim of bullying and 30% admit to
having participated in bullying behavior. Furthermore, 70% of students have been
witness to bullying behavior and generally do nothing. It is averaged that bullying type
behavior will stop within 10 seconds if an individual says something and intervenes.
The incidents of cyberbullying are even more staggering:

Wherever there is an audience to listen to these cyber attacks on children, the activity
will take place. It is important to not overlook ANY application or forum because it can
take place anywhere on the internet. Applications like Instagram, Yik Yak, 4chan, Vine,
Kik and Ask.fm can be, and are, used to bully children.

There are also legal ramifications for possible bullying behavior that can be used if the
situation deemed them appropriate.
Harassment by Telecommunications Device (KSA 21-6206) - Using a
telecommunications device to make or transmit any comment, request,
suggestion, proposal, image or text which is obscene, lewd or lascivious,
or with the intent to abuse, threaten or harass any person at the receiving
end, make or transmit a call, whether a conversation ensues or not, with
the intent to harass the person at the receiving end, etc.
Criminal Threat (KSA 21-5415) - Any threat communicated with the intent to
place another person in fear for their safety or contamination of a food
supply.
Identity Theft (KSA 21-6107) - Obtaining, possessing, transferring, using, selling
or purchasing any personal identifying information with the intent to
defraud that person or anyone else to receive a benefit or to misrepresent
that person in order to subject them to economic or bodily harm. Personal
Identifying Information includes but is not limited to name, address, date of
birth, social security number, passwords, usernames or other log-in
information that can be used to access a person’s personal electronic
content including but not limited to content stored on a social networking
site.
Stalking (KSA 21-5407) - Engaging in a course of conduct targeted at a specific
person that would cause a reasonable person to fear for their safety or the
safety of their family. Course of conduct is defined as two or more acts
over any period of time which evidence a continuity of purpose including
but not limited to threatening the safety of that person or their family,
following approaching or confronting the person or a member of their
family, appearing at or in proximity to their residence, employment, school,
etc, causing damage to that person’s property or the property of their

family, harming a pet belonging to that person or that person’s family, any
act of communication.
Unlawful Acts Concerning Computers (KSA 21-5839) - pretty much covers
anything you could do with a computer that you shouldn’t.

“The Cloud”
You must remember that the cloud is not an amorphous object somewhere up in space
where our information is “securely” stored. This name gives off the connotation that our
information is up in the air somewhere and can not be accessed. The “cloud” is actually
just servers sitting in a room with a lot of storage space. When information is in a server
or any computer, especially one that is as “secure” as the cloud, it becomes an inviting
target for hackers. In 2014 there were 621 confirmed data breaches resulting in well
over 2 million victims of identity theft. Home Depot, SnapChat and the iCloud have all
been successfully hacked resulting in a tidal wave of fall out and information being
leaked to persons with malicious intent.
As we refer back to previous sections of this document, if you send something from one
place to another it must go through a “middle man” to get there, even text messages. If
you bet on the fact that these servers will, at some point, be hacked, have you sent
anything that you do not desire to be out there for public consumption.

Tips, tricks and what to do
Several things to think about:
1. Be nosy with your kids. Know how many accounts on what sites they have and
check the content for those locations. How much time do they spend alone with
internet capabilities? Remember that every adult, when they were a kid, tried to
get away with as much as they could when their parents weren’t looking. Why
would you assume that today’s children would be any different?
2. Set the example for your kids on how to behave online and with their devices.
3. Do research, learn what’s out there and and how to find it (see below).
4. Encourage your children to talk to you if something happens and know that they
will not be judged if they do bring something up.
5. Contact Law Enforcement and let us help.
Don’t forget to check the settings, especially privacy and GPS
settings, on all your device’s applications AND on your social
networking sites. Stay away from things like Facebook checkin which
allows you to throw your precise location out to everyone who
wants to look in and see where you are. Remember, they may
be looking for where you are and they may be looking for where
you’re not.

Be aware of hidden files applications which mimic calculators or outright say they are for
hiding files. These are designed to keep your eyes away from things that are supposed
to not be seen. Again, find these items and know how to search for them.

Do not use public WiFi to do anything important, especially banking, checking email,
etc. The same thing goes for the free WiFi at hotels and other businesses, do not trust
it because there is a possibility that it is a hacker / scammer looking to find your
personal information.

Finding items on iOS devices which have been downloaded
Kids can, and do, download items from the App Store and then delete or hide the icons
so that they will not be seen by parents. These can be found in a couple of ways. The
first way is if you hear about something that may be of concern and you don’t want your
kids to have it. You can start by searching the device for this application.
To search the iOS device simply place your finger at any
blank area of the screen and pull down.

This will access the search screen and you can type in any program to see if it is
installed.

If you do not find it located on the device but still want to know if it’s been downloaded at
some point on your account, from the main screen select and go to the App Store.

Once in the App Store, select the search option and type in the name of the program
you are looking for

Once you choose the program you are looking for it will pull it up in the store. If it shows
a box with either GET or a price (i.e. $2.99) inside of it, that program has not been
purchased on your account at any point. If it shows a box with the word OPEN inside,
the program is currently installed on your device and is likely hidden somewhere. If it
shows the cloud icon below, the app has been purchased at one point and placed on
your device but has since been deleted.

If you just want to see a list of items that have been purchased on your account (even
across multiple devices, that is an option as well.
Again, access the App Store but this time select updates.

From the updates screen you will be able to view the purchased items. NOTE: this
menu is part of the bottom dock on iPad’s and does not need to be accessed through
the updates screen.
iPad view

From here you will able to view everything that has been purchased on any device
through your Apple account (ALL) or things that have been purchased on other devices
(Not on this iPhone / iPad). The symbol next to the apps will either be the box saying
OPEN, indicating it is still on the device

LOCATION SERVICES ON
ANDROID DEVICES
In regards to turning off the location services from
Android devices, there are different methods
depending on what device you are working with,
and, within these devices, there are potentially
different methods for each. I will separate these
into Device 1 and Device 2 sections and there will
be separate method sub-sections within.
I would recommend that you not just rely on one
of these methods in and of itself, but to check all methods for your device and determine that it
has been turned off through all possible formats. Additionally, this will ensure your comfort in
the fact that it has, indeed, been taken care of.
*Device 1 in these examples is a Samsung Galaxy SIII while Device 2 is an LG LS660

Device 1 - Method (a)
The first way to turn off geotagging is the easiest for Android. Simply open the camera from
the main screen until you are at the point you are ready to take a photograph and select the
settings cog when available.

From here a menu will appear and you will see an option for “GPS tag”. Make sure this is
turned off.

Device 1 – Method (b)
The second method to check is from the main screen of
your phone. Place your finger on the top of the screen and
swipe down to obtain the status bar dropdown menu.
From here there should be an option for GPS. Make sure
this is deselected, likely if it is on it will be illuminated or
green in color and if it is not it will be greyed out.

Device 1 – Method (c)
From the main screen of your phone go to settings and, on
the top bar go to “More”. You will then see the option for
“Location services”. Select this option.

Once you have accessed this menu, deselect the box
which is titled “Access to my location”. This box reads
“Allow apps that have asked your permission to use your
location information.

Device 2 – Method (a)
The first method for this device is the same as method
(b) from the previous device. From the main menu
simply place your finger at the top of the screen and
swipe down to open the menu bar. Make sure the icon
for “Location” is deselected (i.e. not filled in).

Device 2 – Method (b)
From the main screen access the settings menu and
scroll down until you find “Location”. Select this
option.

From here, you will find what apps have recently requested your location. Below that is a box
that reads “Camera” and “Tag photos or videos with their locations”. Deselect this box.

